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Netwrix Auditor for SQL Server

YCTpaHanTe ys3BMMOCTM B CUCTEME NpaB AocTyna K SQL
Server 1 NoBbILLaKTe 6€30MacHOCTb 6a3 AaHHbIX

Pa36ep|/|Ter B C/IOXKHOW cucTteme npaB A0CTyMNa Ha ypoBHe 6as3 AAHHbIX 1 cepBepa 1 noaydmtTe To4HOe npeAactaBneHme o
TOM, Y KOTO €CTb AOCTYMn K TEM VTN NHBIM AaHHbIM. OT0 AaeT BO3MOXHOCTb YCTPaHUTb YyA3BMMOCTU B 3alTE, Npexzje 4yem
MM BOCMONb3YHTCA 310YyMbILUNEHHWKWN. yl'lpOCTI/ITe npouecc aHanmsa npaB - Ccejunte 3a Tewm, UTObbI npaBa A0CTyMNa
rnosib3oBaTefier COOTBETCTBOBANM BHYTPEHHUM MOJINTNKAM, NN CHN3bTE KONNYECTBO npo6neM, O6Hapy)KI/IBaEMbIX npwm ayagure.

Object Permissions in SQL Server

Shows a detailed list of the effective permissions that accounts have on the selected object. Use this report to review who has

access to your SQL Server objects.

Object path: Databases\Customers
Object type: Database
Total accounts count: 4

User account Account Type Means Granted

ENT\Mike.Stevens Windows Account Access admin permissions

Job title: Customer support specialist
Effective grant: CONNECT, SELECT OBJECT, SELECT SCHEMA, VIEW DEFINITION, VIEW DATABASE, VIEW FULLTEXT CATALOG, VIEW
MESSAGE TYPE, VIEW OBJECT, VIEW SCHEMA, VIEW USER, VIEW ANY COLUMN, VIEW CHANGE TRACKING

Account Permissions in SQL Server

Details the effective permissions that the specified account has on the SQL Server objects of the selected type. Use this report to
review the permissions granted to users through your SQL Server objects.

User account: ENT\Sophie.Davis
Account type: Windows Account
Job title: Helpdesk administrator
Total objects count: 4

Object path Object type Means granted

Databases\Production Database Data reader permissions
Effective grant: CONNECT

Databases\Helpdesk Database Manager permissions
Effective grant: CONNECT
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CneauTte 3a COCTOAHMEM 6a3 JaHHbIX

EanHoe npeacraBneHme BCex HaCTPOeEK KPUTUHECKK BaXXHbIX 6a3 AdHHbIX YynpoulaeT C60p I/IHCI)OpMaLLI/II/I n ee
aHa/ln3, a TakXXe MOo3BOJIAET COKPATUTb HEO6XOAI/IMOE ANA 3TOro BpemA. Bnaro,a,apﬂ 3TOMY Bbl MOXeTe 6bITb
yBepeHbIl, YTO BCE TpE6OBaHI/I9| BHYTPEHHNX NONNTUK BbINOJ/IHEHbI, N HEMHOIO paCCI'Ia6VITbCFI.

SQL Server Databases

Lists all databases and database snapshots for the selected SQL Server instance.
Use this report for SQL Server database inventory.
Note: Reporting for case-sensitive SQL Servers and databases is not supported.

Database name Restrict access  State Size (MB) Shrink enabled Encryption Means Granted

Databases\Production ~ MULTI_USER ONLINE  934.21 No Yes 6/22/2020

Data file path: C:\Program Files\Microsoft SQL Server\MSSQK12.MSSQLSERVER\MSSQL\DATA\Production.mdf
Log file path: C:\Program Files\Microsoft SQL Server\MSSQK12.MSSQLSERVER\MSSQL\DATA\Production.mdf

Databases\Helpdesk MULTI_USER ONLINE  344.62 No Yes 5/11/2020

Data file path: C:\Program Files\Microsoft SQL Server\MSSQK12.MSSQLSERVER\MSSQL\DATA\Helpdesk.mdf
Log file path: C:\Program Files\Microsoft SQL Server\MSSQK12.MSSQLSERVER\MSSQL\DATA\Helpdesk.mdf

Databases\Customers ~ MULTI_USER ONLINE  576.91 No No 1/21/2020

Data file path: C:\Program Files\Microsoft SQL Server\MSSQK12.MSSQLSERVER\MSSQL\DATA\Customers.mdf
Log file path: C:\Program Files\Microsoft SQL Server\MSSQK12.MSSQLSERVER\MSSQL\DATA\Customers.mdf
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YcTpaHanTe cnabble MecTa, YTobbl YKpenuTb 6e30MacHoCTb

BYPTYya/ibHOW Cpe/bl

PasbepuTech B cMCTeMe NpaB AOCTyNa K BUPTYanbHOW cpeje, YTObbl TOYHO 3HaTb, Y KOro eCTb AOCTYN K TeM Ui
WHBIM AaHHbIM. B pe3ynbTaTe Bbl CMOXeETe 0TO3BaTb Ype3mMepHble npaBa A0CTyna, KOTOpble MOBbILLAT PUCK
yTeukn KOHPUAeHUMANbHbIX AaHHbIX, HapyLleHne BM3Hec-MpoLeccoB N 06HApYXeHUs Apyrvix npobnem npu

ayauTe.

Account Permissions in vCenter

Shows vCenter objects that user or group has explicit or inherited permissions on (either granted directly or through
group membership). Use this report to see who has permissions to what and prevent rights elevation.

Account: ENT\Kyle.Lopez
Account type: User
Total objects count: 6

Object path

folder-root

folder-root\Datacenter

folder-root\Datacenter\VMDatastore1

folder-root\Datacenter\Folder\VM-prod

Learn more: netwrix.ru/auditor9.96

Object type

Folder

Datacenter

Datastore

VirtualMachine

Role

Administrator

Administrator

Administrator

Administrator

Defined in

folder-root

folder-root

folder-root

folder-root

View type

Datacenter, VM
and Templates

Datacenter, VM
and Templates

Datacenter

VM and Templates
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ChOKyCMpymnTeCh Ha CaMbIX BaXKHbIX MHLMAEHTAX

HacTpoliTe onoBelleHWst Tak, YTOBbl pacCcTaBUTb MPUOPUTETbI PaCcCIefoBaHNN KPUTUYECKN BaxHbIX WB-
NHUMAEHTOB, 1 OTCNEXWBaliTe Camble BaxXHble M3MEHEeHVss B COOTBETCTBUWU C Security Hardening Guide for

vSphere, Hanpumep, n3meHeHnss npodunein xoctos, Managed Object Browser nan BpemMeHn pa3bioKMpOBKY
yYeTHOI 3anuncu.

< Search 2 whHo % action  [JA\ what (O WHEN [ WHERE

| O Data source | “VMware” ><|

] Open in new window SEARCH 8= Advanced mode

Who Object type Action What Where When
ENT\P.Walker  Host Profile B Added HostProfiles\ https://192.  7/15/2020
HostProfile-prod 168.6.132 12:45:31 PM

Name: HostProfile-prod

ENT\J.Perez HostSystem Modified  ENT-VSPHERE\Root-  https://192.  7/15/2020
Folder\Datacenters\  168.6.132 11:23:11 AM
Host\HostFolder\
192.168.6.133

Managed Object Browser (MOB) Enabled changed from “False” to “True”

ENT\M.Young  HostSystem Modified ENT-VSPHERE\RoOt- https://192.  7/15/2020
Folder\Datacenters\  168.6.132 11:01:23 AM
Host\HostFolder\
192.168.6.133

Account Unlock Time changes from “900” to “3600"
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Netwrix Auditor Add-on for Nutanix AHV

BbisBNATE NOAO3PUTE/IbHbIE AEACTBUS B BUPTYa/IbHOM
cpegae

TouHas MHPoOpMaLMa O TOM, Kakme AeCTBUSA BbIMOAHATCA B BUPTYa/ibHOW cpeje OT MMEHU KaxAol y4eTHon 3anucn UT-
aAMVHNCTPATOPOB, MOMOraeT CHU3UTb PUCK 3/10yNOTPe6NIeHNn CO CTOPOHbI aAMUHUCTPATOPOB M B3/10Ma WX YYeTHbIX
3anuncein. ObecneybTe 6bICTPOE pacciefoBaHMEe HEOBbIUHbIX AEWCTBUIA U pearvpyrite Ha HUX TakuMM 06pa3oMm, YTO6bLI
npeaoTBpatnUTb NB-MHLMAEHTbI, KOTOPbIE 3aTPOHYT BCE KPUTNYECKN BaXKHble BUPTYyaabHble NT-cucTemsl.

< Search & WHO % ACTION Y\ WHAT @ WHEN E WHERE

| O Monitoring Plan | “Nutanix AHV integration” X |

3 Open in new window SEARCH 8= Advanced mode

Who Object type Action What Where When
AHV\J.Stone Host B Removed AHV\admin ws10-vmm 6/18/2020
12:45:31 PM
AHV\M.Jonson Virtual Machine Modified \AHV Hosts\Host ws10-vmm 6/18/2020
group1\ahv10.ahv. 11:23:11 AM

local\vm-Prod-025...
Added NIC to VM-Prod-02543

VLAN name changed to “local_network”
Network connection state changed to “Connected”

AVH\ M.Jonson Prism logon M Successful \AHV Hosts ws10-vmm 6/18/2020
Logon 11:01:23 AM
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Netwrix Auditor for Azure AD

ObecneybTe AOCTYMN TOJIbKO AOBEPEHHbLIM MOJ/Ib30BaTEJIAM

BbicTpo nonyyanTe cBefeHMs 06 YCMeWHbIX U HeyJauHbliX MonbiTkax Bxoja B Azure AD v obnaudHble
MPUNIOXEHNSA N3 MECT, OTINYAIOLLMXCA OT HAZEXHOro pacrosioXeHns — KOHKpeTHoro IP-agpeca, ananasoHa IP-
afpecoB AN Jaxe cTpaHbl. Cpasy Xe pacciefyiite NoAO3pUTENbHbIE AeCTBUS U NPUHKMaKTe Mepbl ANs
npejoTBpaLLeHs yuepba.

< Search A who % action [\ what (O wHEN [J WHERE

Filter Operator Value

Action Equals Failed Logon
Workstation Does not contain us

+ Add

[4] Open in new window SEARCH 5 Advanced mode

Who Object type Action What Where When Workstation
guest@ent. Logon M Failed AzureActive- ent.onmicrosoft. 6/27/2020 IP Address:
onmicrosoft.com Logon Directory com 7:02:11 PM  193.117.40.
12 (DE, Nie-
dersachsen,
IP Address: 193.117.40.12 Stade)
guest@ent. Logon B Failed AzureActive- ent.onmicrosoft. 6/27/2020 IP Address:
onmicrosoft.com Logon Directory com 6:16:16 PM  193.117.40.
12 (DE, Nie-
dersachsen,
IP Address: 193.117.40.12 Stade)
guest@ent. Logon B Failed AzureActive- ent.onmicrosoft. 6/27/2020 IP Address:
onmicrosoft.com Logon Directory com 6:09:46 PM  193.117.40.
12 (DE, Nie-
dersachsen,
Stade)

IP Address: 193.117.40.12

Learn more: netwrix.ru/auditor9.96



https://www.netwrix.ru/auditor9.96.html?utm_source=content&utm_medium=datasheet&utm_campaign=whatsnew996-datasheet

netwrix

Netwrix Auditor for Network Devices

Ynpoctnte NT-ayant cnctem Cisco Meraki, HPE Aruba v Pulse
Connect Secure

EavHoe npeactaBneHne nameHeHuii Hactpoek Cisco Meraki, HPE Aruba n Pulse Connect Secure, a Takxke
yCreLHbIX 1 HeyAa4YHbIX MOMbITOK BXOAa B CUCTEMY MO3BOAAET COO6PaThb MOSHYH MHPOPMALIMIO KOHTPONbHbIX
XypHasioB B O4HOM MecTe.

Pearnpyunte Ha cObbITUSA, KOTOPbIE MOTYT MPUBECTU K
BbIHY>XJEeHHOMY MPOCTOH0, Npexje YeM KTO-HUOYAb 3aMeTUT

BbicTpo BbISIBNSIViTE HepaboTatoLe KOMMYTaTopbl, MapLLPYTN3aTOPbI U Apyrie ceTeBble YCTPOICTBA U
yCTpaHsaliTe Henonaaku, npexJe Yem oHV NprBeyT K NPOCTOI 1 NMOMeLLatoT paboTe nonb3oBaTener nnm
KNNEHTOB.

Apyrve BaxkHble yiy4lLleHus

[lepexos K MynbTUGAKTOPHON ayTeHTUPUKALMN C COXPAHEHEM
LLeHTpanm3oBaHHoro NT-ayanta
Tenepb Netwrix Auditor nogaepxmBaeT TOAbKO MOJb30BaTeNel, BKAUMBLLMX MYNbTUPAKTOPHYH ayTeHTuduKauuto,

No3TOMy celiyac camoe MoAxodllee Bpems BbIMOAHUTL TpeboBaHMA Microsoft Kk 6e30macHOCTV CUCTEM U COXPaHUTb
BO3MOXHOCTb 3P PeKTUBHOMO LeHTpann3oBaHHOro ayamta SharePoint Online, Exchange Online n Azure AD.

Ya0bHasa 3amTa y4eTHOM 3anmcn cnyxobl Netwrix

Tenepb Netwrix Auditor nogaepxvBaeT ynpasnisemMble yyYeTHble 3anucy cnyx6 (MSA) 1 rpynnoBblie ynpaBnsemMble y4eTHble
3anucn cnyx6 (GMSA) ana cepsrcos Netwrix 1 cbopa JaHHbIX. Ballm yyeTHble 3anncn CyX6 3allmileHbl, a CTaHAapTHble
aAMVIHUCTPAaTVBHbIE 3a4a4K, Takme Kak copoc naposieil, — aBTOMaTU31pPOBaHbI.

How to upgrade to Netwrix Auditor 9.96 from previous versions?

www.netwrix.com/go/upgrade9.96
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